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History:

2004: The BIOS size of 60% of all notebooks suffered an increase
of 25Kb

* Fast forward 5 years, 20009:

* We were trying to install our own BIOS rootkit (Persistent BIOS
Infection Talk, CanSecWest / Syscan)

* Here is a very quick look of that research:
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Persistent BIOS Infection:

We presented a generic technique to modify the BIOS of most
common chipsets to insert malicious code in it.

® This technique is applicable to any computer that supports
installation of BIOS updates that are not digitally signed using
cryptographically strong methods.

In the news:
“Researchers unveil persistent BIOS attack” -
securityfocus.com

“Researchers Demo BIOS attack that survives disk
wipes” - slashdot.org

“This is BS, it was discovered/created 20 years ago”
- KCOp3
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Persistent BIOS Infection:

® The only caveat is to know where to patch. We chose the
‘decompression routine’, because its uncompressed and easily
findable using pattern matching.

pushad
push cx Jmp +0xnnn
push es
push esi

PADDING

Eétart of our injected code]

Check for int 0x10 availability

Execute main
Execute the code Shellcode
Smashed by the
hook
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Persistent BIOS Infection:

*We can resume it in three easy steps:
% 1) Dump BIOS firmware using flashrom
% 2) Patch and compensate

% 3) Re-flash
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‘pre’ Demo Time

We will show three different demonstrations of malicious code
injected on the BIOS:

* Windows code injection (VMWARE)
* OpenBSD file attributes modification

* Real hardware demo
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Deactivate the Rootkit:

And... What about notebooks?
* When we started to look into notebook BIOSes...

* We found that there was something already there!
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What is the rootkit?

* Absolute Corp. Computrace, Anti-theft agent
* Option ROM Embedded in Phoenix BIOS
* Agreements with law enforcement agencies.

* Inside notebooks from HP, Dell, Lenovo, Toshiba, Gateway, Asus,
Panasonic, and more.

Option ROM header:

00000000 55 aa 2a eb 15 43 6f 6d 70 75 54 72 61 63 65 20 |U.*..CompuTrace |
00000010 56 38 30 2e 38 36 36 78 1d 00 e9 5c 01 50 43 49 |V80.866x...\.PCI|
00000020 52 17 19 34 12 00 00 18 00 00 06 00 00 2a 00 60 |R..4......... * o
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Basic Inner workings:

% See patent application US 2006/0272020 Al
BIOS

Boot

Windows 98/2000/XP/Vista 32/64

Injects into IE

And calls Home

RPC-like over
plain HTTP

Activation via
secret SMBIOS
API or DMI
Strings
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Basic Inner workings:

PCI Option
ROM

Computrace Loader
Module
-6kb

Agent Installation
Module
-6kb

Agent
-10kb

Configuration Block
]

PCI Header

Reserves memory (PMM)
Loads Agent Inst. Module
Resize (Unload)

Installs Agent in supported OSes
Supports NT/2000/XP and 9x/Me
Supports FATIFAT32 and

NTFS

Agent self-installs instance

As service in OS

The Agent service once
Installed, initiates all server
Sessions (RPC over HTTP-like)
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Problems found:

* Huge privacy risk (bad/no authentication)

* Anyone could activate it with enough privileges

® Anyone can change the configuration

* Anyone can de-activate it (at least in certain known cases)

* Whitelisted by AV (potentally indetectable)
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More problems found:

* Use of URL instead of IP (hosts redirection)

* Configuration block modification:
Demo if there is time...

Configuration block XOR 0xB5:

00000000 bl b7 b5 b5 35 ab bl b4 b5 f5 b4 aa bl b5 b5
00000010 b5 a5 bf 41 41 30 49 4e 30 30 30 30 30 95 bl
00000020 ee 30 86 aO bl 8b b5 35 b5 ac ae 4a 4a 4a 4a
00000030 4a 4a 4a 4a 4a 4a 4a 4a 4a 4a 4a 4a 4a 4a 4a
00000040 4a 4a 4a 4a 4a 4a af b4 35 ae b3 b5 b5 b5 b5
00000050 b5 a8 b7 b5 b5 f3 b3 b5 b5 b5 b5 b5 b5 f2 b3
00000060 b5 b5 b5 b5 b5 fd af 00 50 dl 35 71 17 73 65
00000070 72 63 68 2e 6e 61 6d 65 71 75 65 72 79 2e 63
00000080 6d bf b7 b2 a5 b3 b3 ac 35 b4 b4 b5 b5 b2 b3
00000090 b5 b5 b5 b5 4a 98 b4 0d 98 b4 0d 9e bl 41 54
000000a@ 54 81 b7 38 2c 80 b7 39 2c 82 b2 39 2c 39 31

R T
.. .AAOINOOOOO. ..
0. 5...3333]
NNNNNNNNNNNNRRRN
J33333..5.......

........ P.5q.sea
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Computrace network dump

il dump-computrace.pcap - Wireshark

File Edit WYiew Go Capture Analyze  Statistics  Help
SBeese DEXEL | AersoTL/(EEI QAAQAQD | @E M K|

Eilter:l ~  Expression... Clear Apply

Mo, - | Time I Source | Destination | Protocol I Info

60.440231 192.158.1.106 200.49,130.32 DS standard guery A search. nameguary. com
a0, 481281 200.459.130.32 152.168.1.108 DMNS standard guery response A 209.53.113.223
462408 152.1a68.1.10& 200.53.113. 223 TCP dab-sti-c > http [SYN] Seq=0 win=16384 Len=0 MSS=1460
. 713433 209.53.113.223 192.168.1.106 TCP http > dab-sti-c [Svm, ack] sSeq=0 ack=1l win=16384 Len=0 MsSs5=1380
L 713454 152.168.1.106 209.55.113.2253 TCF dab-sti-c > http [AcCk] Seqg=l aAck=1 win=16560 Len=0
LFL3F30 152.168.1.106 209.53.113.223 HTTF POST  HTTR/1.1
.O8B8740 200.53.113.222 152.168.1.106 HTTP HTTP/1.1 200 ©K (IPES IFIF image)
. 054166 152.1a68.1.10& 200.53.113. 223 HTTF POST  HTTR 1.1
. 351083 209.53.113.223 192.168.1.106 HTTPs1.1 200 ok (JIPEG JFIF imagel
L.352547 1592.168.1.106 209.53.113.223 POST  HTTR/L1.1

B T65. 1.1 53113 C ] T - Tt

. BBB55T .53.113.223 .168.1.106 HTTPs1.1 200 ok (JIPEG JFIF imagel

. B70400 L168.1.106 .53.113.223 POST  HTTRP/1.1

L13977F3 .53.113.223 L168.1.106 HTTP/1.1 200 ©K C(IPES IFIF image)
L141114 L168.1.106 .53.11%,223 POST / HTTP/1.1

L474921 L53.11=2.223 S168.1.106 HTTP/1.1l 200 oK (JPEG JIFIF -magel
LATE428 L1658.1.106 .53.113.223 POST ./ HTTP 1.1

. 736404 .53.113.223 168.1.108 HTTPs1.1l 200 ok (JIPEG JFIF ‘image)

. F37FBE L168.1.106 .53.113,.223 POST  HTTRP 1.1

.O85654 .53.112.223 J168.1.106 HTTP/1.1 200 oK (IPES JIFIF image)

. 087146 168.1.106 53.113 POST / HTTR 1.1

. & 45 f A5, 1. 106 53.113 TCP RETransmil on S HTTP L.l
L021574 .53.113.223 .168.1.106 HTTP/1.1l 200 ok (JIPEG JFIF image)

L 023603 L168.1.106 .53.113,.223 POST  HTTRP 1.1

. 297820 .53.112.223 J168.1.106 HTTP/1.1 200 oK (IPES JIFIF image)

. 280226 L168.1.106 .53.113.223 POST  HTTR 1.1

LB36110 .53.113.223 .168.1.106 HTTPs1.1 200 ok (JIPEG JFIF imagel
.637562 L168.1.106 .53.113.223 POST  HTTRP 1.1

. 889087 .53.113.223 L168.1.106 HTTP/1.1 200 ©K C(IPES IFIF image)
LBO1277 L168.1.106 53,113,223 POST / HTTR/1.1

. 250560 L53.11=2.223 S168.1.106 HTTP/1.1l 200 oK (JPEG JIFIF -magel

. 251961 L1658.1.106 .53.113.223 POST ./ HTTP 1.1

. 510245 .53.113.223 .168.1.108 HTTP/1.1l 200 ok (JIPEG JFIF -image)

. 511703 L168.1.106 .53.113,.223 POST  HTTRP 1.1

.BE7463 .53.112.223 J168.1.106 HTTP/1.1 200 ©K (IPES JIFIF image)

. 869055 L168.1.106 53,113,223 POST  HTTR 1.1

125921 .53.113.223 .168.1.106 HTTPs1.1 200 ok (JIPEG JFIF imagel
L127355 L168.1.106 .53.113.223 POST  HTTRP 1.1

. FT34737 .53.113.223 L168.1.106 HTTP/1.1 200 ©K C(IPES IFIF image)

. 736033 168.1.106 53.113.223 POST / HTTR/L.1

B E E] _1.105 53.115 TCP Retransmission]| POST ¢ HTTR L.
L. 230774 .53.113.223 .168.1.106 HTTPs1.1 200 ok (JIPEG JFIF imagel
.233296 L168.1.106 .53.113.223 POST  HTTRP/1.1
. 3.11 E] 1 1,106 ZP TCFP Dup AC w Sl Attp > dab-sti-c [PS
506213 .53.1132.223 J168.1.106 HTTP/1.1 200 ©K C(IPES JFIF image)

. 507745 L168.1.106 53,113,223 POST  HTTR 1.1

. 834983 .53.113.223 .168.1.106 HTTPs1.1 200 ok (JIPEG JFIF imagel

226452 BT =T B W T E2 112 273 ohsT F aTTo A T
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Computrace network dump

il dump-computrace.pcap - Wireshark

PEG JFIF imag

CIPEG JFIF imagel
Gi5.1.10 . o Retransmission] POST HTTF
53.113.223 S Retransmission] HTTPAL.1 200 oK CJIPEG JFIF image)
165.1.106 5 N DU ACK 25#L] dab—sti-c > http [ACK] Sefq=571 Ack=303 wWin=1lG6-0a Len=0
5 f 1 200 C i

53.1
S3.1135.223
1 i JFIF

JFIF

1

1

1 4 JFIF magel
1 JFIF

1

JFIF

“Computrace is designed to be activated, deactivated, controlled and managed by the
customer using encrypted channels”

http://www.absolute.com/company/pressroom/news/2009/07/refutes_claim

HTTP HTTP L.l [ CJPEG JFIF TmMage.)

HTTD
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File Edit Wew Go Capture Analyze Statistics Help
B oW e  EEXEL a++ 2T & (8B QaQaabf w¥Emsx

Filter: I(ip.addr eq209,53,113,.223 and ip.addr eq 192,168,1.106) and {tcp.port eq ™ Expression... Clear Apply

No. - I Time | Source | Destination I Protocol I Info
B Bo, UEahc g g, oS, - . [ HTTH HTTHFAL. L LeLe ] LJPFEG JREIF THAgET

087146 1 HTTF FOST
® T T Tt

. 021574  209.53.113.223 L168.1.106 \ _Stream Content
. 023603 192.168.1.106 . 53.113.223 |
. 297820 209.53.113.223 L168.1.106 i ﬁgi?"‘?ggﬁ;h"“ﬁi;;gﬂeiftéﬁﬂmpaﬁb Te;y MSIE 6.03)
ge8eze dseneR dbg 23 i e Fontans SLangih: 17
2 = 2 = 2 2ot IConnection: Kesp-Alive
.637562  192.168.1.106 .53.113.223 Fachecontrol: Moocache
. BESO8T 200.53.113.2253 JleE.1.106
L 891377 192.168.1.106 .53.113.223 | i | 2. ~HTTP 1.1 200 QK
. 250560 209.53.113.223 L168.1.106 i Microsoft-IIS G.0
. 251961 152.168.1.106 53,113,223 | Content— —-Type: imagesjpeo
510245 209.53.113.2253 Jle8.1.106 ! Iontent—-Length: 548
. 511703 192.168.1.106 .53.113.223 .| Eonnection: kKeep-+~T
.Be7483 209.53.113.223 Jles. 1,106 i TagId: S0586667"
. BES9055 182.168.1.106 - 53.113.223
125921 209.53.113.223 .les.1.106
127355 182.168.1.106 53 113.223
. F3ATET 205
. 736033

1

Yeah well...

. 836453

1 =}
- | Juser A' - .

R || e 'I'I.EL,J-’-*Jr O Ccompatible; MSIE &.0;0

L 1E%93E81 1%2.168.1.106 209, 53,115,223 R
F3.451330 209.53.113.223 152.168.1.106 i LIEI‘"‘:,.-" CDm
F3.4527561 1%2.168.1.1056 209 53.113.223 | FindI Save As
T3.785478 20%.53.115. 223 1%2.168.1.106 HTTR, L — ————
F3.7869E84 152.168.1.106 209.53.113.223 POST
F4.038147 2089.53.113.223 192.168.1.106 HTTPR Help | .
4. 0359615 1%2.168.1.106 209 53,113 223 POST |
F4.406216 209.53.115.223 192.168.1.106 HT TR = T

Frame 58 (737 bytes on wire, 737 bytes captured)
Ethernet II, Src: Cisco-Li_34:256:14 (00:le:e5:34:26:140, Dst: HonHaiPr_la:dd:02 (o0:23:4e:la:dd:020

= Ty Er——— = = = . = = = = =

~ 0 EBCDIC ) Hex [

- “Computrace is designed to be activated, deactivated, controlled and managed
by the customer using encrypted channels”

http://www.absolute.com/company/pressroom/news/2009/07/refutes_claim

0250 69 G6C 65 00 57 72 a9 74 65 46 69 G6C 65 00 53 &5 ‘I'lE IL\J’t"‘l‘l: EF‘I'lE Se
e B i O A R~ U B G S - 0= = i

Fil Docurnents and SettingsialShDeskkop), | Packets: 652 Displayed: 631 Marked: O | Profile: Default




dump-comp

File Edit Wiew Go

Capture

N

Analyze  Statiskics

Help
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B EExXxEL A+ T I/ Qaaab @BEm %

Eilter: I(ip.addr eq 209,53,113.223 and ip.addr eq 192.165,1.106) and {tcp.port eq ™

Expression...

Clear  Apply

Mo, - Iﬂme

| Source

| Destination

I Protocol I Info

36 B9, Usa6a5d
37 65.087146

39 67.021574
40 67. 023603
41 67. 297820
42 67.2992246
43 67.636110
44 67 . 637562
45 67.88%087
46 67, 891377
47 68. 250560
48 68. 251961
49 68. 510245
S50 68. 511703
51 G68.867463
52 G68.8690535
53 69.12552]1
S4 69.127355
55 69.734737
56 59. 736033

AlS 1o
58 Fl1.230774
59 Fl.233296

&1 71.506213
62 71.507745
63 71.834083

68 73.169381
59 F3.451330
FO F3.452761
Fl F3.785478
72 F3.786984
73 F4.038147
T4 F4.039615
Fh oF4.406216

g 55,115,

1
209.53.113.223
192.168.1.106
208.53.113.223
192.168.1.106
2089.53.113.223
192.168.1.106
209.53.115.223
192.168.1.106
208.53.113.223
192.168.1.106
209.53.113.223
152.168.1.106
208.53.113.223
192.168.1.106
2089.53.113.223
192.168.1.106
205
192
1
209
192
205
192
205

192.168.1.106
209.53.113.223
152.168.1.106
208.53.113.223
192.168.1.106
208.53.113.223
192.168.1.106
209.53.113.223

il
-168.1.106
-53.113.225
SlE8.1.106
-53.1135.223
JlG6E.1.106
-53.113.223
SlE6E.1.106
-53.113.223
JleE.1.106
-53.113.223
Sle8.1.106
-53.113.223
SlE8.1.106
-53.1135.223
1681106

-53.113. 223

-53.1135.223
192,
2058,
192.
209,
192,
2058,
192.

168.1.106
53.113.223
168.1.106
53.113.223
16s.1.106
53.113.223
les.1.106

HTTVF
HTTP

HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

HTTH LTI

POST

[SLOa ] LIFEG JFIF THAGET

Follow TCP Stream

rSkream Conkent

[Content—Type: '|mage Tpeg
“ontent-Length:
Connection: kKeep- A'I1ve
MagIid: S05865579

e, ot
Eggrl' —Agent: Moz I_.I'Ft -IT S,."'rél - (0]
Host: search, -
Content—Lene § -lmagej‘rj peg
Cache—Cc\’_‘ngt h a 3 ?

—onnectior
o.JF1 2

eu£b5866679

ot - « e W. . |kernel32.d17
FedTTRP/1. 1

T 05866670

o, t: Mozillas4.0 (compatible

MagTd:
U= &r —acer.
4

Find I Save As | Print |

Keep-Alive 2.

|11eAttr1butesA..

|1ndDwsD1re-

[ - I(" ASCII ¢ EBCDIC () Hex [

~ntire conversatinr £

Help |

HTTR T

# Ethernet II,
- =

Src:

F Frame &4 (533 bytes on wire,

533 bytes captured)

HornHaiPr_la:dd:02 (00:23:4e:la:cdd:0270,

Cisco-LA1

_24:e6:14 (00:le:e5:34:26:142

“Computrace is designed to be activated, deactivated, controlled and managed
by the customer using encrypted channels”

http://www.absolute.com/company/pressroom/news/2009/07/refutes_claim

File: "EtiDocuments and Settingsial SiDeskiopid

| Packsts: 652 Displayed: 631 Marked: O

| Profile: Default
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omputrac Ccap

Wiew  Go

Capture

L

reshark

Analyze  Statiskics

Help

T

BEaee DEXEE AT L/DEIQAQAQAD| @ T ™

Eilter: I(ip.addr eq 209,53,113.223 and ip.addr eq 192.165,1.106) and {tcp.port eq ™

Exptession... Clear

Apply

Mo. -

I Protocol

T
115
116
117
11s
119
1z0
1zz
123
1z4
1z5
1lza
127
1z8
1lz9
130
1=21
132
133
1z4
125
16
1=27
128
129
140
141
14z
143
144
145
146
147
148
149
150
151
152
153
154

ITme

80.
80.
80.
80.

TS
112353
113834
441555
445387

. 712933
- Fl5400
. 9EETF95
. 8TF02a7
. 233453
234528
. 5625930
- 564374
. BlE&GEG
. B20141
- DBZ6E9
084159
. 3T0l82
.371a45
694471
- E9E100

- 850050
302601
304005
- 558641
559047
[R=nRrgv =iy
919437
SlV4 640
SATEOS0
. 531080
. 532400
. 794 Ta5
. Fe6e220
147055
148424
SA1GE556
- 41B060
. FLG9L30

| Source
Toe. Tom. L. LUD
209.53.113.223
1592.168.1.106
209.53.115.223
1%2.168.1.106
209.53.113.223
152.168.1.106
209.53.113.223
192.168.1.106
209.53.113.223
1%2.168.1.106
209.53.113.223
152.168.1.106
209.53.113.223

gy - e e w1
209.53.115.223
192.168.1.106
208.53.113.223
192.168.1.106
209.53.113.223
152.168.1.106
208.53.113.223
192.168.1.106
2089.53.113.223
192.168.1.106
209.53.115.223
192.168.1.106
208.53.113.223

| Destination

CEr-an =
152.168.1.106
209.53.113. 223
152.168.1.106
209, 53,113,223
192.168.1.108
209.53.113.223
1%92.168.1.106
209.53.113.223
152.168.1.106
209.53.113.223
152.168.1.106
209.53.113. 223
152.168.1.106

= . =

192.168.1.106
209.53.113.223
152.168.1.106
209, 53.113.223
192.168.1.106
208.53.113.223
192.168.1.106
209, 53.113.223
192.168.1.106
208, 53.113.223
192.168.1.106
209.53.113.223
1592.168.1.106

e
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

I Info
oS T
HT TR,
POST
HTTR,"
POST
HT TR,
POST
HT TR,
POST
HT TR,
POST
HTTP,
POST
HT TR,/
POST

T T L. L

rSkream Conkent

FOST HTTFE-T.T

TagIc: S05866675%

U=er—agent: Mozillasd.0 (compatible;
HosST: Search.nameguery. com
I“ontent—Length:

IConnection: kEesp-alive
I—ache—Control: no-cache

oe o O3 C I NWINDOWS
server: Microsoft
IContent—Type: r
I—ontent-Length
IConnection: K

TagId: B0586

FOST  HTTP,

Usar —agent :
HostT: search..
I—ontent-Length

lconnection: Kee'ﬂmpa_t-.l I::l—l E;

tache—Control: nd-

T v o B A LI S N
Serwver: Microsoft-IISsa.0
IContent-Type: imagesjpeg
I“ontent-Length: 25

2| |

Find I Save As | Print | Entire conversation [ 144185 bytes)

Vi cCEMI 2N wWoepry.,

MSIE G.0;0

dl1T. | .a.-—

MSIE S.0; )

[ - I(" ASCII ¢ EBCDIC () Hex [

Ip

F Frame

136 (201 bytes on wire,

201 bytes captured)

F Ethernet II, Src: Cisco-Li_34:e6:14 (00:1le:e5:34:26:140, Dst: HonHaipPr_la:dd

=

Clearly
at all but... What about that WCEPRV.DLL library?

\elelale}

30 35 38 36 36 36 37 Bé

0d 03 0d 0a 7e 6c b6 la

OSBEEETD .. ..

102 (o00:23:d4e:la:dd:02)

at this stage, the communication channel is not encrypted

File: "E:\Documents and SettingstalSiDeskiopid. ..

| Packsts: 652 Displayed: 631 Marked: O

| Profile: Default
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Encrypted channel: Analysis
* WCEPRV.DLL downloaded on the first run.

“ Encryption algorithm: RC4 stream cipher
“ Session key generated on the client

* Key Transmitted on plaintext!

Action

Checking encryption DLL timestamp,

call Kernel indFirstFile function on client

Call Kernel3Z2 FindClose function on client

Leoad WCEPRV.DLL on client

Set encryption communication, read old transmit address

Read old receive address 82, 8 .

Call WeeSet on client 345 PlalnteXt key
Setup encryption key on client, call WeeStartup 29

Gel ‘]:Vce-SérEl prc:rce-c':lure- address ’ eXChange

Get WeeRecov procedure address 104107

Set new transmit address 108, 109

Set new receive address 110, 111

Enable encryption on client, call WeeEnable 112119

Check transmit {WeeSend) procedure address 120-123

And one more thing... Stub agent: Unauthenticated BIOS code execution
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Second Stage (AIM) loader, Stub Agent (DELL Vostro 1510 Computrace V 70.785)

11 "|seqoo0:0227 Hiov i, bx
=egl00:01CF sub 1CF proc near ; CODE ZREF: zub 27F+20]p I : egll0:0229 ik di, bp
5eq000:01CF push 24 I : z2g000:0228 shr di, 2
seg000:0100 pop = 1 1 "“|peg000:022E add di, =i
5eq000:0101 assuwe es:nothing I : seq000:0230 ine di
5eq000:0101 mov 51, I 1 "fsec000:0231 ine di
5eg000:0104 mov  [si+6], cx P 1 fseon00: 0232 cop o di, ax
seql00:01D7 to dl, : LZ|seg000:0234 jnz short loc 1ES
5eq000:0109 mov aly, 1 z2g000:0236 zhl edx, 10h
zegl00:01DE int 13h ; DIZE - I 22g000:0230
=eq000: 010D push Es 1 2egl00:0234 loc 234: ; CODE ZREF: sub 1CF+AEL]
=eg000:01DE pop ds P====%"|z=q000:0234 jilyd esi, [hx]
- - Jgeg000: 01DF jnb short loc 1EZ I 22g000:023D [501] esi,
I |eeqglo0:d1EL I zeq000:0241 ja short locret 1E1
\ _ jm=———— H _
: =egl00:01EL locret 1EL: ; CODE ZREF: sub_1CF+1E]j 1 zeq000:0243 zhl zi, 8
| |peo000:01EL ;osub_1CF+72]7 : seql00:0246 lea 3i, [3i+7E00R]
IF':* seq000: 01E1 retn i Seg00: 0244 wov  di, bx
I ! feeguoo:oiEz ! 520000: 0240 s di, bp
I+ |seqgoO0:01E2 1 seglO00:024E h di, ¢
i . G000: shr i,
I \ |peoO00:01EZ loc 1EZ2: 3 CODE ZREF: sub_lCF+10TJ I =2eq000:0251 der di
| + segl00:01E2 xor BCH, BCX I z20000:0252 shl di, 9
I seqi00:01ES . I 22g000:0255 lea di, [di+ ]
1 |eegO00:01ES loc 1ES: ; CODE ZREF: zub_1CF+2D]3 | zeq000:0259 oV o,
: seg00:01ES ;osub 1CF+33]0 ... 1 z2g000:025C
. : - I :
1 5egq000:01ES inc cl 1 seg000:025C loo Z5C: ; CODE XREF: sub 1CF49F]]
I | [|peo000:0LE7 et el : r==="|z=5000:025C 1odsh
|.I- segl00:01EL ja short locret 1E1 I : zeq000:0250 ®ar dh, al
I 1 "|zeglo0:01EC WOV ehx, ecx I 1 3eg000:025F mov ah, @
i 1 fpeguoo:ozer shl b, 9 ] | 52g000:02 61
11 "|segoon:01F2 lea bx, [bx+7E00R] ! 000:0261 loc Z61: ; CODE XREF: sub 1CF+3C]3
1 1 zeg000: oe_261: : tosub_1CF+5C] 3
I i =egl00:01F6 wovzy  eax, hyte ptr [hx] I i Ir-+ 3eg000:0261 shl dx, 1
| | [|Feon00:0LFR cmp &l Iy . ofeeo000:0263 hjiis shart loc 269
I pafeonon:oire ia short low IES ! 1o feezooo:ozes xor  dx, 1021k
. |
1 : segl00:01FE Iy 1, [leegOOn:0zes
| 1 [peo000:0IFE loc IFE: : 11! |eeoo00:0268 1o zea: ; CODE XREF: sub 1CF+3413
I I =eqO00:01FE ; DATA XREF: sub_27F+30)0 I : I F la20000: 0269 dec ah
| 1 "fpeu000:0LrE cup zax, [bxt+i] | | tmesf5eg000:0265 jnz short loc 261
I b= |peanon: 0202 jbe  short loc 1ES b 520000: 026D stash h
. T 1 .
1 : Jeegl00: 0204 gmp gox, [ehxt+eax®4] I Lmmee f520000:026E loop loc_25C
: - seglO0:0209 jne short loc 1ES 1 =egl00:0270 suh bx, 4
I : =eq000:0208 cp eax, [ebhx+eaxtd+d] I =2eq000:0273 o b, hp
| p=[FEono0:02il jnz shore loc_LES Leeememifeepoo0:027s jnz short loc 23d
: : segl00:0213 nov de, [Dxt2] 52g000:0277 shld  eax, edx, 10k
| 1 [Pegoo0:0zle wovzy  ebp, byte ptr [hx+1] 2eg000:027C aub ax, dx
: : segl00:021E o si, bp 22g000: 027K retn
I I 5egl00:021D lea hp, [ehx+ebp*i+d] 2eg000:027E sub 1CF endp
11 leeglin:oziz lea b, [ebx+eax®4-4] -
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Detecting the Rootkit Agent

* A single file to look for:

* system32\rpcnet.exe (Normal Agent)
* system32\rpcnetp.exe (BIOS Persistent Agent)

* A service called "Remote Procedure Call (RPC) Net” with no
description

* QOutgoing connections to search.namequery.com
(209.53.113.223)

* Our Computrace Option Rom Dumper tool
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Deactivating:

* Easiest way: hosts file redirection
* Modifying BIOS (only unsigned BIOS!)
* Modifying configuration block (Registry, hard-disk, etc.)

* Modifying nvram, then full HD Wipe.
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The Past:
813
MODEM CARD OR MODULE
i PSIN
* US 6,300,863 Bl Pat.| [ 7 ' "~ PHONE LINES
Figure 8BA | | _______ PROGRAMMABLE
[Mﬂﬂﬂ-d’ ﬂﬁmpa DSP OR
* Filed Mar 24 1998, " onew acenr ] PROCESSOR 1|
Absolute Corporation L FIRMWARE | N\ 51
* Agent inside modem | T T
Option ROM \
]
* Support for DOS 810 "TF 14 sus comnecrion 10 ceu
Backdooring FOR CONFIGURATION AND STATUS

See “Implementing and Detecting a PCI Rootkit”, Heasman, BlackHat 2007
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The Future:

* Phoenix Failsafe:
Inside SMM, sounds familiar?
Always-on OS-independent, Wifi and GPS tracking
It has “safe” in the name instead of “trace”

* Intel Anti-theft technology:
vPro technology
Using AMT secondary processor
Works even with the notebook turned off!

* Other security aplications residing in BIOS

Strong authentication: “Trust us, is for your own protection”.
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This is only the begginning

* More research is needed in this area!
* CoreBoot (LinuxBIOS) project, is computrace-free
* Questions?

* Thanks! Now if you'll just look into the light:
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